
Today’s enterprises are dealing with an explosion 
of users, applications and resources in dynamic 
environments, new digital transformation initiatives 
and the increasing sophistication of attacks. 

Unified visibility and control at the identity layer can 
improve the efficiencies of the identity and security 
teams to protect credentials and identity store within 
the enterprise. 

Preempt Identity Centric 
Security Platform
Securing the Identity Layer for Modern Enterprises 

Achieve continuous risk 
reduction even in dynamic 
environments with exploding 
users, applications and 
resources

Increase ROI by aligning 
identity and security 
objectives to accelerate digital 
transformation programs

Reduce user/programmatic 
compromises to accelerate 
initiatives such as zero trust/
CARTA, MITRE, NIST, etc.

Preempt protects hundreds of thousands of credentials and identity stores across global enterprises
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Preempt empowers enterprises to own the identity 
layer and strengthen authentication with continuous 
Conditional Access based on identity, behavior, and 
risk - while enhancing the user experience.  



How does Preempt reduce risks and 
improve ROI?
Preempt empowers enterprises to reduce risks, improve ROI and ensure that the users and programmatic 
accounts have the right access to applications and resources, wherever they are 2.

R E A L-T I M E  T H R E AT 
D E T E C T I O N

• Prioritize authentication threats 

with intelligent risk scoring based on 

behavioral analytics to understand 

‘how bad’ they are. 

• Discover in real-time,  even the most 

advanced and difficult to detect AD/

credential and protocol attacks. 

•  Accurately pinpoint malicious 

insiders, lateral movement and 

behavioral anomalies, that are 

usually not detected using log-based 

tools. 
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P R E E M P T  P L A T F O R M

A D A P T I V E 
C O N D I T I O N A L  A C C E S S

• Simplify MFA rollout  for any app, 

including legacy apps, wherever 

they are, while enhancing user 

experience and reducing support 

tickets. 

• Accelerate digital transformation 

and initiatives like zero trust, 

NIST, MITRE, even in hybrid 

environments. 

• Improve ROI & security posture by 

aligning identity projects with your 

organizations business and security 

objectives to achieve credential 

trust elevation and compliance.

I N S I G H T S  & 
A N A LY T I C S

• Identify security gaps in user-

defined authentication policies.

• Visualize access privileges of 

regular users, privilege users 

and programmatic accounts to 

understand the scope & impact.

• Verify identity store (e.g. AD/

LDAP) security hygiene to 

discover weaknesses across 

multiple domains.

2On-premise, hybrid clouds



Why Preempt?

C L O U D  A P P L I C A T I O N S
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U S E R S  A N D
E N D P O I N T S

E N T E R P R I S E
R E S O U R C E S

D O M A I N
C O N T R O L L E R S

Federation

Deploy at scale as Preempt is 
built from the ground up to be 
truly scalable for enterprises with 
hundreds of Domain Controllers 
(DC) serving thousands of users and 
millions of authentication requests. 
Leverage Preempt’s enterprise-
scale APIs to integrate with existing 
identity and security tools.

Enterprise-ready architecture

Preempt doesn’t rely on traditional 
3rd party detection tools. Protect 
your enterprise from a variety 
of sophisticated threats with 
Preempt’s built-in real-time threat 
detection and enforcement. 

Truly ‘real-time’ threat 
detection and response 

Install in under an hour and see 
every user, entity and programmatic 
identity, without spending months 
in deployment and configurations.

Easy deployment

Get granular visibility and control 
over protocols like NTLM, RPC and 
LDAPS, which are impossible or 
difficult to detect with traditional 
tools like SIEM and UEBA. Preempt 
is the first in the industry to detect 
threats in encrypted authentication 
protocol traffic.

Extended protocol coverage 

Pinpoint threats with continuous 
risk analytics for every user and 
service account based on role, 
behavior and activity, across on-
premise or hybrid clouds.

Dynamic behavior analysis 

Preempt leverages your existing 
infrastructure with your AD, IdP/
SSO and also improves ROI by 
accelerating your MFA projects by 
improving user acceptance, user 
experience and cyber hygiene.

Existing infrastructure leverage



P R E E M P T  P L A T F O R M

Insights and 
Analytics

Real-Time Threat 
Detection

Conditional 
Access

User and Account Access Visibility

Discovery of Privileged Accounts

Discovery of Stealthy Admins & Service Accounts

Password Health Visibility

Compliance & Reporting

Risky User Behavior & Anomaly Detection

Attack Tools & Misuse of Protocols

Lateral Movement & Threat Hunting

Adaptive Response and Policy Enforcement

Secure Federated Access to Cloud Apps

Secure Access Control for Any App

Real-Time Threat Prevention

“Preempt is led by some of the best AD 
experts in the industry and that is why we 

trust them over the competition.”

Eran Kalige, Cyber Defense Incident 
Management Domain Expert, First 

International Bank of Israel

Preempt delivers a modern approach to authentication and securing identity in the enterprise. Using patented technology 
for Conditional Access, Preempt helps enterprises optimize identity hygiene and stop attacks in real-time before they 
impact business. Preempt continuously detects and preempts threats based on identity, behavior, and risk across all 
cloud and on-premises authentication & access platforms. This low friction approach empowers security teams with more 
visibility & control over accounts and privileged access, while achieving compliance and auto-resolving incidents. Learn 
more: www.preempt.com.

info@preempt.comwww.preempt.comCopyright © 2020, Preempt Security. All rights reserved

“Preempt’s platform is one of the most 
interesting and powerful to hit the 

infosec market in years.”

Garrett Bekker, Principal 
Security Analyst 451 Research

“The first tool that you go to is the one you 
trust the most. For us, it’s Preempt.” 

Henry Mayorga, VP Infrastructure & 
Security, Baron Capital Group, Inc.

“Basically, Preempt is fulfilling all of my 
Identity MBO’s for this year.”

Magnetar Capital
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